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ABSTRACT: To solve the problem that traditional blocking communication technology is difficult to achieve reliable
and efficient communication under the condition of limited hardware resources of the power Internet of things, a
communication technology for power Internet of things based on asynchronous non-blocking framework is proposed.
Firstly, according to the principle of asynchronous non-blocking technology, based on the asynchronous programming
method of Rust language and Tokio asynchronous framework, the asynchronous non-blocking communication framework
is designed, including client connection, server connection and monitoring, and the non-blocking network data reading
and writing methods. Then, taking the IEC 104 protocol, the most widely used protocol in the field of power telecontrol
communication, as an example, the asynchronous non-blocking communication implementation is designed. Finally, the
consistency test and performance test of the communication software based on the asynchronous non-blocking framework
are carried out. The test results are compared with the traditional blocking communication method, and the software is
applied to power Internet of things of actual industrial parks, which verifies the effectiveness and efficiency of the
proposed technology.
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B 11 Vinci EFimHIRC
Fig. 11 Vinci client message

Bl 12 R 7P RIRG R H &, A BoR
THBRE 1AL RN A A AR R, 5 11
R ZI RSO B, HEFTE S B 7 EAT A
TATEANFA . R IS, RS i A
i B S AR A

&) CAWindows\system3zcmde X+ v

467009 dpu: :iec1eud] IEC104d 127.6.6.1/+/new:Incoming = ConnectSuccess
43.469991 nio_iec1eu::state] IEC10u4d 12 /+/new : State changes to St
ince power-on.

52:48.970326 dpu: :iecleud] IECleud 127.6.6
dpu: :iec10ud] IEC104d 127.

ncoming = CallAll
w:Incoming = Yk((e, 0), (1,

dpu::iec1eud] IEC164d 127.6.6.1/+/new: Outgoing = YktResult((e,
dpu] Update measurements command received
published measure changed 1 discrete and @ analogs.
u::iec104d] IEC164d 127.6.6.1/+/new: Outgoing = Yx([(1, ©1)
::iecleud] IECieud 127. ncoming = Yt((e, 6), (11,
pu: :iec1eud] IEC104d Outgoing = YktResult((e,

dpu] Update measurel ommand
dpu] published measure changed © dis

e and 1 analogs. |
dpu::iec1e4d] IEC164d 127.6.6.1/+/new: Outgoing = Yc([(11, 99.90

dpu::iec1eud] IEC1e4d 127.6.6.1/+/new:Incoming = CallAll

12 #iEE PR & RSIRE HE

Fig. 12 Developed server logs of controlled process

www.dIxxtx.com



214 510 4

o fE B 5 fE AR 7

4.2 MEEMRK

PERBI R AL R A R RIS LT,
MBS LEIR . ABRAR AN AF 5 S PERE, JFS
FEGE RSB T AT X . SR openMUC FF R K
IEC 104 N FHEAE XL &, 2 EVERE
Ak M EARE — e RE, LT Java 1B 5 AESE
FHZES /O BRI K. & JMEAALE 2 Gt EALZ 6]
AT, HA 1 A%, o1 GRS, Ab
FR 287052454 Intel(R) Core(TM) i5-8250U, FE#Eif
% 1.80 GHz, W8N 23.6 GB. {E RN 3t
ITI8{E, WERHTE 1000 M, KF] CAT6 25M%k. AR
e AR BN 100, & B 5 RS ik R
AT B . MRS BOE R BN 1000 /S5 R E
15, 1000 /N s BOEN, PRAERERE A IR SR IE
BEOK. BURSERRIERIRG, KIERFEGE)N, @
T8 1] e H I RE R K, A B TR, Bk
RedEi i PR YRR -

TEAFRS A RIR RGN, WA ST KRS
Ui Ml openMUC [RERAF AR 55 diis A7 I (1) AL 3L 2 AT
£ B A KIEE RS 79 500, 300, 200, 150
A1 100 ms, WL RWE 1 Frox.

*1 BEESFEZEBESIMARN CPURNAESLH
Table1 CPU and memory occupation of blocking and
non-blocking communication

S K% CPU FIF 2R (LA 500 ms A& 3% (A fR4h SR N3EHE) WAE 5 FI/MB

HER 1 A, bSR3 (R BRI
2 RSz R CPU R R A PAF b A
Jn, oA Java BHZEGEE 11 REARFR 294 200 ms
PALIN, 1 AR 52 57 25 3F BH 26 0@ 15 1 P BE A PR mT Ik
150 ms VAN o 7R B8 0 (5 M REAR PRI, B K&
EHHR RIS/, CPU FIHH R ARFRL I K a3,
AT b7 AR AR, HASC R AR 28 0l (5
A AE RIS T gt 28 (5 0 8, O
5.2%. CPU FI| FH Z 38 112 ey T~ SR A0 Bsf 1) P Ach 242 11 4
A%, WAF BRI R 2 %A 2 EAE
B B B0 40 V5 T AR . 7E IR T8 A5 M RE AR BR 2
Ji » B RIE R B4R /)N, CPU F] FH 248K 5 B il 2%
M PIAF 7 B IRE . CPU R 0 K il 2% 2
DR A 1k B M A PR, AN B ] P A% A B ) 3
PEETCIEFF L MK, SRt A S R b B 22 5008
&N CPU FIHZEm Tgulfs 7, fERmd
BRI FREE 7/ kI CPU HIVERE; WIAF & Y
IR 2 BT H K B AR B R AR B B, TEN
TEHTE B HERR, A 720 A BH 28 2 13 (1A IR
PERE AR Lo A% Geid (5 7 SN iy, TR HA 300 PR A7 00 A
R B A3 IR B S 4, L PIAFEIG & e /N T4
S lH ZEIE S T 5K

BE— SIS [ KR A5 ARG T s 2R Y,
TER P i A% — 8 B e A 5 LR 1k, R

Fiff/ms JEiH2E b2 L B AT RS RO SRR B 100 % P
T . 2T RSRICR OO # PR T
200 232 231 21 8111 k2% s A RS, BT 1 IEAE IR . A3 ik
150 3.05 2.76 231 8215 B RAWHECN 2004 400, 600+ 800, HE4TZ kIR,
100 3.31 2.99 42,6 8264 giﬂj%ﬁuﬁ 2 ﬂéﬂ%% 3 )ﬁﬁﬁo

*2 FHEEBEIIAXNBRELER

Table 2 Communication delay of non-blocking communication implementation

KR

A RIE I R /ms SEIR /%, P T I /(A /s
BAKM200  BAKE4A00  MEKB600  MEUH 800 ’ ¢ )
500 70 000 1 400 000 2100 000 2 800 000 0 20 000
300 70 000 1400 000 2 100 000 2 800 000 0 20 000
200 70 000 1400 000 21 00 000 2 800 000 0 20 000
150 699 857 1399 689 2096 511 2796 974 0.108 07 19978.4
100 651 800 1278 506 1939 873 2621071 6.390 32 187219
*3 HEEBREIIMHFRANBELR
Table 3 Communication delay of blocking communication implementation
Oy — OCHE : . .
KA RIE ] B /ms : : : : FEIR /% PP T A I /(B B /s)
S %L 200 KA H 400 BPRHL 600 HHUH 800
500 70 000 1 400 000 2 100 000 2 800 000 0 20 000
300 699 492 1399 980 2099 794 2799 789 0.007 54 19 998.5
200 699 302 1399 261 2099 407 2799 490 0.018 21 19 996.4
150 653 625 1309 484 1970 652 2630362 6.058 5 18 788.3
100 430212 870 387 1291111 1734474 38.054 5 12 389.1
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F 2 M 3 PR T R A RECN 800 YR HE
13 IR R A L A ek R A R, E S AT
i, 7E 500 ms MR A REMBR T, 2 Fsz il 7 0T
ReSE O A IR OSC AR, B RO Ra4a ke, A
A P ZE 8 (5 e 8 D R IE IR OCE B R T4
PHZECIE(E, RN IE(E R R E /. 7E 100 ms ]
RIEERE T, AP AR 2 A0EE RSB N
6.39%, KT gt FHZE @ E 1) 38.05%, HAEFH
FEE B B N ZEAREE I 1.5 £,

g bR, ARSCARRH ZEE [ S 7 =0
A bR G BH ZE 2l 5 B AP RE, e AR
SrFI CPU Wi, H 5 FH WA/ N T4 G Se 7
X, BEMEBERER, FHEES, REGEHT
FHL 7 P B P A5 A 5 0 52 R 2% A4 T R ] SEadAE
43 ELpRIFENA

ARSI T 5720 A BH ZEAE S 14T HL W I X e 4
R EAEBTM IR L RS HL A=A 7] b el X Rl F o 1
PSR TN o RS AR MR SEATIEHT LA N
HA B BET e, HEXKERS
AR 3.15 MW A 2OGRK HL. 150 kW/425 kW-h
ftReRe E, TER T G 7e it — A A 1 il X Rl I 2
Gr, SCHL T I XISV RIS A Fk 80%, 2022 3R
WA E IR “BRAPAT” ETS.

T ALHARIFAK IEC 104 NHHAECER
BAEMRE RPN T GBIV RS L,
SCHL T GAR I WA AR 2SR LA R B R, N
$& 7 [ X H B R 25 A RE VR A B B ER L T
FORSCHE . XPRRIE A LR H RS . B
. R ESEEGMENG ST, ERT
FER AT P o, Re % Sl )6 R ik 55 i
Z (A B S B IRAE o I8 I R e A I TR ] B
SEELTORE 12 AN JEAR I 03 AR 2% A R R SR A 1 S
IEYLI, IF Hagtexs e BT 5 E. B 13 R
ANTEPmEGHE, B 14 IR TR b w5t
T () S 5 o fE Ol BT, [l X YR SR
ik ol 15 A, RESNEEEE
F 200 JTREA L, BOAIE T B s e R E A B
(A R

u] Update

13 SSHEBITHEFRESITES
Fig. 13 Client operation log of field operation
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14 ZEPIREIHEER
Fig. 14 Front-end data interface of the client

5 4518

ASCRYE 70 AE P ZEHOR S B tH— M2t T
S U AR PHZEAE SR (1) FE I B S B, I
T IEC 104 FIZysHl, did 5% 4P 2E U 781 E
FeAR [ R XF B AN Sz B TR N FH AT 45 8040 R 4518 .

DIEETF At BARTF & B TEC 104 N AFRER
56 %5 5 =7 O IR IR AT DU 2E A SR
WEAZH., Reft e RSl Im s M2 HE ThRE .

2) S5iLg)EE AR, Fridm PRl
FEI IR EAS B B AF 5 PR/ il
THREEA A E R BEERER, B ErtE
BRI, Aels o L HhiE A T H 3 W o A
TR S MRS T R EAE

3DIETF R FARTE A TEC 104 B A-REE
TS Br Tl el X H e i R B AR s is 4T, 3R
BT HiR BAG R 0 nl S Fi A e ok

FH Wk W R 22 R A I 2t 12 4 B N R
Z AP TR AE P, i — R il 5 B8R A
F sz H IEC 61850, Modbus. DL/T 645
MQTT S5 M, FFRE S SR PR T F Pk
WA SCHRAT A SO JE B T N 25
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